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Dimensions of Risk I

m Probability — Likelihood

m Magnitude -- Severity



Dimensions of Risk 11

Probability
High Low
Low Seasonal influenza Walking under a bird dropping

Magnitude

ngh Floods Airplane crash, nuclear disaster, toxic spill



Dimensions of Risk 111

m Natural

m Anthropogenic

®m Mixed cases?



m Suppose that synbio poses a risk that 1s
m Very low probability
® High magnitude

How shonld we plan for VIP/HM risks? Degree of concern?

Societal investment? Prioritizing?



New Orleans and Amsterdam
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VLP/HM Risks in Bioethics
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Emerging Risk

“...a risk that is new, or a familiar risk in new or unfamiliar
conditions (e.g., the re-emergence of the polio virus). Emerging
risks are issues that are perceived to be potentially significant but
which may not be fully understood and assessed, thus not
allowing risk management options to be developed with
confidence...../Clonventional approaches to projecting loss size, relative
frequencies or probability distributions over time or severity of consequences
are ineffective. Indeed, it 1s often difficult to establish causality
between the source of the emerging risk and its consequences
using conventional technical or scientific data.” (emphasis added)

International Risk Governance Council



Examples of Anthropogenic
Emerging Risks

m The Bovine Spongiform Encephalopathy

(BSE) epidemic in t

ne UK

m FHlectromagnetic fie!
and power lines)

ds (e.g., mobile phones

m Fisheries depletion and collapse

m Genetically modified crops



Figure 1: Deficits relating to assessing and understanding risks

Cluster A: Assessing and understanding risks

v

Gathering and
interpreting knowledge

A1: Missing, ignoring
or exaggerating early
signals of risk

A2: Lack of adequate
knowledge about

a hazard, including
probabilities and
consequences

A3: Lack of adequate
knowledge about
values, beliefs

and interests, and
therefore about how
risks are perceived by
stakeholders

v

Dealing with disputed,
potentially biased or
subjective knowledge

Ad: Failure to
adequately identify
and involve relevant
stakeholders in risk
assessment

AS5: Failure to
consider variables that
influence nisk appetite
and risk acceptance

A8; The provision of
biased, selective or
incomplete information

.

Dealing with knowledge
related to systems and
their complexity

AT: Lack of
appreciation or
understanding of the
potentially multiple
dimensions of a risk

A8: Failure to re-
assess in a timely
manner fast and/or
fundamental changes
occuring in risk
systems

A9: Over- or under-
reliance on models

.

Acknowledging that
knowledge and

understanding are never
complete or adequate

A10: Failure to
overcome cognitive
barriers to imagining
events outside of
accepted paradigms




Figure 2: Deficits relating to managing risks

Cluster B: Managing risks

v

Preparing and declding on risk
managemeni sirategles and
policies

B2: Failure to design nsk
management strategies
that adequately balance
alternafives

B3: Failure to consider a
reasonable range of risk
management options

B4: Inappropnate balancing
of benefits and costs in an
efficient and equitable manner

B6: Failure to anticipate,
monitor and react to the
outcomes of risk management
decisions

BT: Inability to reconcile the
time frame of the nsk with
those of decision-making and
incentive schemes

B&: Failure to balance
transparency and
confidentiality

v

Formulating responses, resolving
conflicts and declding o act

B1: Failure of managers to
respond to early signals that a
nisk is emerging

B11: Lack of understanding
of the complex nature of
commons problems and of
adequate management tools

B12: Inappropnate
management of conflicts of
interests, beliefs, values and
ideclogies

B13: Insufficient flexibility in
the face of unexpected risk
sifuations

v

Developing organisational
capacitles for responding and
monitoring

B5: Failure to muster

the necessary will and
resources to implement risk
management policies and
decisions

B9: Failure to build or
maintain an adequate
organisational capacity to
manage nsk

B10: Failure of the multiple
departments or organisations
responsible for a risk’s
management to act cohesively



Responding to VLP/HM Risks

m Systematic bias: Individuals are very bad at
assessing their personal risks; so are societies

m Because of the very rarity of VLLP/HM
incidents, inductive risk assessment methods,
trial and error don’t work

m [ ack of evolved biological and cultural coping
mechanisms



Very Low Probability/High
Magnitude Events

m VLP/HM events: 1 case in hundreds or even a
thousand years

m | am 7oz asserting that synbio poses even a

modest likelihood of creating a HM risk
m But suppose it presents a VLP/HM risk

In an VI.P/HM, emerging risk scenario, how great an
investment should society marke in planning governance
strategy?



Anthropogenic VLP/HM Risk

In 2000 Australian
sclentists

unintentionally
created 2 modified
mousepox virus with
100% mortality while
trying to design a
contraceptive virus
for mice for use in
pest control.




Existential Risks

m Are of extremely low probability but
extremely high magnitude

(4

“...an adverse outcome would either annihilate
Harth-originating intelligent life or permanently
and drastically curtail its potential.”

® N. Bostrom, [ournal of Evolution and Technology, Vol. 9,
March 2002.



Why Worry about
Existential Risks?

m Continue the human project

m Satisty religious commitments

Should we establish the ultimate hedge fund?



Existential Risks

The Toba eruption, present-
day Sumatra, 74,000 years
ago

®m  Blocked out sunlight for six years.

m  Global temperatures dropped by as
much as 28 degrees

m Ice age that lasted around 1,800
years.

®  During this period humans came
very close to becoming extinct.

®  May have been only 500 mating
paits temaining




Will Humanity Survive
the Century?

m “The same technologies
set are empowering us to
reprogram biology away
from cancer and heart

: disease, could also be use

\ by a terrorist to

reprogram a biological

virus to be more deadly
or more communicable.”

m Ray Kuzweil



Will Humanity Survive
the Century?

Sir Martin Rees

m [Hstimates probability of
human survival to next
century at 50%

m "Even a few pioneering
groups, living independently
of Earth, would offer a
safeguard against the worst
possible disaster—the
foreclosure of intelligent life's

future through the extinction
of all humankind.”



Will Humanity Survive
the Century?

m "The survival of the human
race depends on its ability to
find new homes elsewhere in
the universe because there's
an increasing risk that a

disaster will destroy the
Earth.” \

= Stephen Hawking




Responses?

m More research on VLLP/HM risk governance
needed

m Goal should be an acceptable worst case
scenario

m For anthropogenic risks

= Nonproliferation regimes need to be reviewed or

established

® Considering magnitude, non-conforming nations
may be subject to sanctions, even use of force



Concept note

Risk Governance of
Synthetic Biology
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