


“Privacy is about
context, social
situations, and control.”
AN danah boyd
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1. We are going to get our [genetic,
health] data, one way or another.



but we often lack agency to decide what is done
with data about us...
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Health Information Privacy

Office for Civil Rights Civil Rights Health Information Privacy

2IZR Home

> Health Information Privacy = Frequently Asked Questions

IS Right to Access Medical Records
HIPAA

Understanding HIPAA
Privacy

HIPAA Administrative
Simplification Statute
and Rules

Enforcement Activities
& Results

How to File a Complaint
MNews Archive

Frequently Asked
Questions

PSQIA

Understanding PSQIA
Confidentiality

PSQIA Statute & Rule

Enforcement Activities
& Results

How to File a Complaint

If someone has health care power of attorney for an individual, can they obtain access to that individual's medica
record?

Can the personal representative of an adult or emancipated minor obtain access to the individual's medical record:

How can family members of a deceased individual obtain the deceased individual's protected health information
that is relevant to their own health care?

Does the HIPAA Privacy Rule allow parents the right to see their children's medical records?

If a child receives emergency medical care without a parent's consent, can the parent get all information about
the child's treatment and condition?

Does the HIPAA Privacy Rule reguire a business associate to provide individuals with access to their protected
health information or an accounting of disclosures, or an opportunity to amend protected health information?

What does the HIPAA Privacy Rule say about a research participant's right of access to research records or
results?

Are the HIPAA Privacy Rule’s reguirements regarding patient access in_harmony with the Clinical Laboratory
Improvements Amendments of 1988 {CLIAY?

If patients reguest copies of their medical records as permitted by the Privacy Rule, are they reguired to pay for
the copies?
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(we are also going to talk about it)



& O O http://www.patientslikeme.com - PatientsLikeMe : ALSFRS-R Scores of patients on Lithium

=

patlents l|ke me- Esnirlz*lc;i Mar 31, 2008 03:18PM

ALSFRS-R Progression of Patients on Lithium

This graph shows the ALSFRS-R scores of ALS patients in the PatientsLikeMe system before and after they
started taking lithium. It is an evolving prototype that we are developing to help understand if lithium, and
ultimately other treatments, can slow ALS progression. Souree: http://www.patientslikeme.com/als_lithium
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Filters: All patients taking lithium

Cawveat: This is a prototype that is attempting to display real-time effects of a treatment in the real warld. In
contrast to a well controlled double-blind placebo controlled trial, there are many variables, both known and
unknown, that suggest significant caution should be used before drawing any conclusions from the results. Known
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@ e-patients.net

because health professionals can’t do it alone About Us

BLOG = E-PATIENT STORIES = MY FATHER'S MEDICAL RECORD FIASCD

My Father’s Medical Record Fiasco

e-Patient Dave | January 2, 2010 25 Hike 3

Guest post by Alan Viars (@Aviars), CEO of Videntity Systems, Inc.

S This past year my father required open heart surgery. This is a short
article about the hurdles we (his family) encountered along the way.
I've changed the names, because it is not my intention to embarrass
particular hospitals or physicians. The issues | raise are systemic
within the American healthcare apparatus. My objective is for you to
get smart, get mad, and gain control of YOUR medical records.

In July 2009, my father, Charles, had a routine follow up with his
primary care physician, “Dr. Smith.” Dr. Smith told my father, “Weill
Charles, your EKG came back the same as last year. abnormal.”
“Abnormal? What?! Last year was abnormal, too? This is news to
me!” My father was stunned.

“Well, you knew you had a heart attack, didn't you?" asked Dr. Smith. | don't know anything
unless you tell me!”, my father told Dr. Smith. The doctor changed the subject to treatment: "Let's
get you in to see a cardiologist.”

Yes, that's right, my father unknowingly had had a heart attack even though he was regularly
racaivifna maedieal care A vear nrior bic abhveician aitbhaer dido't bhoathaer T 1ok at the raecnilt of hic
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We're in private beta. Want to join us?

Why do you want to join? What health questions do
you want to answer?

Request Beta Invite!

“The Facebook of
health science”

- Melanie Swan




a P E RS ONALI ZE D ME D IC I N E For Patients For Doctors About Our Company ,

We take your health personally

“l learned through my own experience with cancer that ou
current medical system is profoundly failing in ifs ability to
deliver qualily personalized medicine. The fime has come
to start the health care revolufion.”

— Dr. John Liorett, Presigent of Personaized 14

e
il

Joining Personalized Medicine is like e ,
talking to all of the best doctors on e
the planet — say goodbye to

wondering if you need a second

opinion.

We are ushering in the “century of the patient” by curating We start you off with a genotype test, to arm your
available medical information and translating it into accessible doctor with extra insight into how your body works.
reports that are relevant to your individual needs. Our Our genetic counselors are trained to help you and

infractriirtiire Aaivee dnrtare and natisnte arrace tn a nlnhal vour doctor make the bhest use of this verv newlv



Yoenomes unziPPed

public personal genomics

Project Members Resources Data,/Code Browser Subscribe Contact Search
« Older
About
. . . & . ’ Genomes Unzipped is a group

Ethics and Genomic Research: ‘Genomethics blog providing expert,
31/00,/2012 independent commentary on the

ELSI Guest Posts personal genomics industry.

Katherine Morley Cuest Author

About The Project

s ) ) About The Contributors
Dr Anna Middleton is an Ethics Researcher

and Registered Genmetic Counsellor, based ar

the Wellcome Trust Sanger Institute. She leads Subscribe
the ethics component of the Deciphering il RSS
Developmental Disarders study, a B email

coflaborative project imvolving WTS! and the Twittar

23 National Health Service Regional Clinical

Genetics Services i the UK. This project
Recent Posts

Ethics and Genomic Research:
genotyping and exome sequencing, fn ~12,000 children in the UK who currently have no ‘Genomethics’

invalves searching for the genetic cause of developmental disorders, using array-CGH, SNF

genetic diagnosis A personal view of genetic
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in the future, anyone who wants a
copy of your genome will probably be
able to get it.



2. data
> information
> knowledge
> wisdom
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CASP10 caspase 10, apoptosis-related cysteine peptidase [ Homo sapiens ]
Gene |D: 843, updated on 8-Jan-2012

b
]

« Summary

Official Symbol CASP10 provided by HGHE
Official Full Name caspase 10, apoptosis-related cysteine peptidase provided by HGNC
Primary source HGMNC-1500
See related Ensembl:ENSG00000003400; HPED:03458: MIM:-601762; Vega:OTTHUMG00000132518
Gene type protein coding
RefSeq status REVIEWED
Organism Homo sapiens
Lineage Eukaryota: Metazoa; Chordata; Craniata; Vertebrata; Euteleostomi; Mammalia: Eutheria; Euarchontoglires; Primates;
Haplarrhini; Catarrhini; Hominidae; Homao
Also known as MCH4; ALPS2Z; FLICEZ
Summary This gene encodes a protein which is a member of the cysteine-aspartic acid protease (caspase) family. Sequential
activation of caspases plays a central role in the execution-phase of cell apoptosis. Caspases exist as inactive
proenzymes which undergo proteclytic processing at conserved aspartic residues to produce two subunits, large and
small, that dimerize to form the active enzyme. This protein cleaves and activates caspases 3 and 7, and the protein itself
is processed by caspase 8. Mutations in this gene are associated with type llA autoimmune lymphoproliferative
syndrome, non-Hodgkin lymphoma and gastric cancer. Alternatively spliced transcript variants encoding different isoforms
have been described for this gene. [provided by RefSeq, Apr 2011]
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¥ This data file generated by 23andvMe at: Thu Feb 2 09:45:37 2012

#

# Below is a text version of your data. Fields are TAB-separated

# Each line corresponds to a single SNP. For each SNP, we provide its identifier
# (an rsid or an internal id), its location on the reference human genome, and the
# genotype call oriented with respect to the plus strand on the human reference

# sequence. we are using reference human aSSENb1¥ build 36. Note that it is possible
# that data downloaded at different times may be different due to ongoing improvements
# in our ability to call genotypes. More information about these changes can be found at:
# httpﬁ:ffwww.zaandme.cum?yﬂufdﬂwn1nadfreviﬁinnﬁf

#

# More information on reference human assembly build 36:

# http://www.ncbi.nlm.nih. gov/projects/mapview,/map_search. cqi?taxid=9606&build=36
#

# rsid chromosome position genotype

rsd4d477212 1 72017 Al

rs3094315 1 742429  aAa

rs3131972 1 742584 GG

rsl2124819 1 766409 aAa

rs11240777 1 JBEEBZZ2 GG

rse6681049 1 JBOBYD CC

rs49703E83 1 BZ2B41E aC

rs4475691 1 B3ebrl CT

rs7537756 1 B44113 AG

rs13302982 1 B51671 GG

rs1110052 1 Be3421 GT

rs2272756 1 B71B96 AG

rs3748597 1 B78522 CC

rs13303106 1 BE1BOE AG

rs28415373 1 BE3B44 CC

rs13303010 1 BE4436 AA

rseb9e628l 1 B929a7 CC

rs28391282 1 BO94028 GG

rs2340592 1 900798 GG

rs13303118 1 Q08247 TT

rsee65000 1 014761 AA

rs2341362 1 017172 CC

rs9777703 1 018699 TT

rs1891910 1 022320 GG

rs9e97457 1 024208 GG

rs35940137 1 030066 GG

rs3128117 1 034427 TT

rs2465126 1 936897 AA

rs2341365 1 038555 AA

rsl15842 1 938784 CC

rseges57048 1 a47503 CC



Upload Your
Genotyping File

Upload
the genotyping raw-
data you got from
23andMe or
deCODEme to the
database of openSNP
to make it available for
everybody.

Share Your Phenotypes &
Traits

Share as many
phenotypes, characteristics and
traits with other openSNF users
and find others with similar
characteristics.

And maybe help scientists to
discover new genetic
associations.

Search here

Share your stories on
variations & phenotypes

——

openSNP lets you
share your stories on your
genetic variations & phenotypes
with others. Discover the stories
of other users.

Find others to exchange
experiences about your
variations.

Signin  FAQ

Find literature on genetic
variation

openSNP gets the
latest open access journal
articles on genetic variations via
the Fublic Library of Science.
Additionally popular articles are
indexed via the social reference
manager Mendeley. Summaries
are provided by SHPedia.

Contact openSMP: Blog | Twitter | Mail

The openSMP project is licensed under CC BY SA 3.0. The data is licensed under CCO 1.0. The hand drawn icons were created by one seventy seven and are
licensed under CC BY 3.0



how do we ensure our data gets
turned into knowledge?
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3. the infrastructure is just emerging.
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4 reasons patients aren't managing their care 12

“technology doesn’t support

patient engagement”

RERT

outlines four reasons why patients arent managing their healthcare.
«5 steps to consider for

1. Patient engagement theories haven't been proven. According to Krupa, making the most of

being able to engage patients is a largely unproven theory. "And the second telehealth

piece [is that] health plans will be able to reduce their costs and improve the

usabhility of care that's out there,” he said. “Generally, this idea has been *6 points to note about
proven difficult because, what we've found through research is, a majority of the updated IR.5

patients don't have interest in being engaged.” Instead, Krupa continued, healthcare reporting
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Tools

Metwarks

Welcome to SYNAPSE Featured PROJECT

Synapse is an online community built for a new biology. .. Development Update R

more open, more collaborative, more data-driven, and Synapse is currently in Alpha R

maore reproducible. development. This prototype has been by exploring a set of genes whose expres:
developed to demonstrate our vizion for levels are tightly associated with age.

the technology and =olict feedback from

the community. The ability to create

accountz and download Sage-hosted

People Projects

w» Learn more...

On Synapse you can:

# Discover and explore new Datasets data is operational now. Some of the
# Learn new Tools and run powerful anahyzis in the cloud other functionality of the site is still under
- development.

# Explore cutting edge Network Models

, _ Call for ALPHA USERS Top Synapse CONTRIBUTOI
# Find People to collaborate with o T

. . . . Charbss Zawpsrs ot al MIKCC
+ Start new research Projects, with anyone working anywhere Are you interested in working with ;,“Sm DLTET, MNA aruhéqﬂnmﬁm
Sage to start a pilot project on 3o 215 DroeiEE LT

* Learn more... Synapse? Please let us know at

svnapseln fof@sagebase.org Amanda Mysrs, Unheersity of Mizamd
, MAMA expression profikes, and clinl

iraiks froen 176 Alzhelmer dise3se and 138 non-
diseased Brain sampks.

Beatriz Carvalho & Garrit Msl]sr, VUMC

Example of an EXPERIENCE IN SYNAPSE: e e et e e e

SIEN0MaE BImars.

& See 3l contriuiors

Synapse NEWS

12-Apr-2011; A new analysls memod o ormalkzing data wes
publiched by Brig Mecham, » Leam more_

BE-API-2011: Enlc Schad and colleagues have published an 3
on 2 new modal for diznetes. » Laam mong_




CONSENT TO
RESEARCH

BECOME AN ALPHA TESTER
COMMON GENOMIC RESEARCH
FREQUENTLY ASKED QUESTIONS
GLOSSARY OF TERMS

CONTACT US

Standard legal and
technical systems
for common genomic
research and public
genomic research.

Use the red arrows
at the top of the
panes to navigate.

\\

Post-launch chat on Consent to Research with
Stephen Friend.

2 months ago

John Wilkbanks and

0 notes

ALPHA TESTING

We’re opening up for
on why we’re here at
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( Freedoms you are granting “

i .

# Right to do research with your data

» Right to redistribute your data

%

Right to publish results of research
from your data

Right to commercialize products
derived from research on your data




my wish list

Remove uncertainty, create incentives, training

Safe harbor for IRB-approved experimentation
with new models for consent (i.e. portable, fully
identified, etc)

Clear guidelines that harm lies in the act of
reidentification, not act of distributing data with
risk of reidentification (as long as done under safe
harbor with consent)

Matching grants for infrastructure (inarguable
role for government)



